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ABSTRACT
Security breaches on the Internet rarely involve compromis-
ing secure channels – typically based on protocols like Trans-
port Layer Security (TLS) or Internet Protocol Security
(IPsec) – because communication endpoints are much eas-
ier to compromise. Recent approaches aiming to solve this
problem rely on the TLS protocol to additionally provide
integrity information of the involved endpoints. However,
these solutions have shortcomings with regard to either se-
curity, functionality or compliance to the TLS specification.
This prevents that those approaches are deployed in prac-
tice. In this paper, we present an implementation of a secu-
rity architecture for establishing Trusted Channels based on
OpenSSL that resolves the deficiencies of the previous solu-
tions. It provides the possibility to convey reliable integrity
information of the involved endpoints and offers the high se-
curity standards of former approaches while being flexible,
scalable and efficient to enable widespread deployment.

Categories and Subject Descriptors
C.2.2 [Computer-Communication Networks]: Network
Protocols; D.4.6 [Operating Systems]: Security and Pro-
tection

General Terms
Security, Design, Standardization, Measurement, Economics
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1. MOTIVATION
Most of the security sensitive applications on the Internet

(e.g., online banking, eCommerce and eGovernment) typi-
cally deploy secure channels such as TLS [3] or IPSec [13] to
provide secure access to and communication with the cor-
responding services. These security protocols protect data
during transmission and allow to authenticate the endpoints.
However, they do not provide any protection from (mali-
ciously) modified software running on an endpoint. More
precisely, setting-up a secure channel is currently not linked
to the integrity of an endpoint. However, most attacks con-
cern compromising the endpoints by injecting malicious code
rather than compromising the secure channel.

This leads to the central problem of today’s secure channel
protocols: using a secure channel to communicate with an
unknown peer opens doors for a wide range of attacks.

Considering a corporate computing at home scenario the
following could happen: an employee wants to access from
home a corporate’s document management server to work
on a confidential document. For this purpose he sets-up
a secure channel to the company’s network and downloads
the document. The problem consists in the fact that the
employee opened an email attachment containing the exe-
cutable of a trojan the day before, which installed itself on
the system at this very moment. Now, the attacker that sent
the trojan can access the employee’s computer and the doc-
ument he just downloaded is compromised at the moment it
was transferred to the employee’s system.

Hence, for the secure provision of digital services over the
Internet endpoint integrity is vital. To avert such attack
scenarios, information on the communication endpoints in-
tegrity or configuration has to be provided in a secure and
reliable manner, to enable the peers to judge each other’s
“trustworthiness” based on the information received.

Reporting integrity information of a remote platform is
one of the main goals of Trusted Computing (TC) as pro-
posed by the Trusted Computing Group (TCG, [31]). The
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basic idea is to securely capture configuration information
of the core components of the platform (firmware and soft-
ware). This information is stored in a cost-effective, tamper-
resistant Trusted Platform Module (TPM). The TPM in
turn is mounted on the mainboard of the computing plat-
form and acts as trust anchor. It can sign gathered configu-
ration information and report it to a requesting party. This
process is called attestation by the TCG. Additionally data
can be stored bound to a specific platform configuration.
The TCG calls this mechanism binding/sealing data.

In this paper we focus on the combination of TCG TC
functionalities and the TLS protocol to form a Trusted Chan-
nel. However, our solution can also be applied with IPsec
[13]. Currently, we are considering an implementation of
Trusted Channels for this protocol as well.

The central feature of the Trusted Channel is the capabil-
ity to provide reliable evidence concerning the trustworthi-
ness of a communication partner. Furthermore, by means
of a specific system architecture we are able to enforce the
security of data not only during transmission but also on the
involved endpoints. It has to be pointed out that the linkage
of configuration information to the TLS channel is crucial to
prevent relay attacks where the configuration of a third plat-
form, deemed trustworthy, is relayed by an attacker, acting
as Man-in-the-Middle (MitM).

Linking endpoint configuration information to secure chan-
nels has been already investigated in the literature [8, 28, 22,
16, 2, 12], often also combined with the TLS protocol be-
cause it is the most common protocol used in practice. The
TCG also works on this issue in a specific working group
[30, 35]. However, none of the solutions so far addresses
the problem fully. Some of the approaches only provide an
insecure linkage between the secure channel and integrity
information, thus MitM attacks seem still possible. Others
in turn, have problems concerning their performance in a
server environment or required costly acquisitions of, e.g.,
specific cryptographic hardware (see Related Work in [7]).

In a recent approach [7] a protocol and a generic system
architecture for establishing and maintaining Trusted Chan-
nels, using TC functionalities and the TLS protocol, was
proposed that overcomes most of the shortcomings identi-
fied in the afore referenced work.

However, the solution in [7] has some deficiencies that our
solution aims to tackle: first, some features do not conform
to the TLS specification [3], e.g., sending attestation data
within the key exchange messages, or including integrity
data in session key computation. Changing central mes-
sage formats or computations of the TLS protocol would
result in a time-consuming and costly respecification pro-
cess as well as an extensive evaluation of security implica-
tions and backward compatibility. Second, [7] supports only
RSA key transport, however, Diffie-Hellman (DH) can pro-
vide perfect forward secrecy of session keys and is also used
by a multitude of servers. Third, fundamental functional
requirements, like e.g., backward compatibility – to allow
communication with systems that do not support integrity
reporting – or costs of certification processes are not consid-
ered. Certification by, e.g., VeriSign is costly. This means
recertification should take place very seldom, whereas in [7]
recertification would be necessary every time the system is
updated, which is the case in practice since systems are up-
dated regularly to overcome security problems or to incor-
porate new functionalities.

Main Contribution: To overcome the described short-
comings we present a new approach that bases on [7] but,
strictly conforms to the guidelines of the TLS specification
and respects central functional requirements listed in detail
in Section 2.2. Additionally, we focus on a proof of concept
implementation of the new handshake protocol to enable the
deployment of our approach.

Thus, our main contribution is that our concept (1) fully
adheres to the TLS specification and uses existing message
extension formats to convey configuration information. To
further facilitate a widespread deployment we (2) designed
our concept to incorporate functional requirements like, e.g.,
the possibility to update systems without the need for recer-
tification, backward compatibility, high-performance system
design as well as incurring no additional costs for the users
by requiring the use of expensive cryptographic hardware or
extensive software adaptations. Apart from that (3) support
for all relevant kinds of key exchange methods is provided.
Furthermore, we (4) provide stronger forward secrecy of ses-
sion keys regarding the RSA key exchange method, because
keys are held protected by hardware, rendering their disclo-
sure very difficult. Finally, we (5) present a proof of concept
implementation of our Trusted Channel protocol.

Outline: In Section 2 and Section 3, we specify proper-
ties and basic terms related to Trusted Channels, followed
by our adapted TLS handshake protocol in Section 4. Sub-
sequently, we provide a detailed description of the modi-
fications to the handshake messages in Section 5. In the
Sections 6 and 7, we first describe the logical architecture
and then the implementation of our approach. Finally, in
Sections 8 and 9, we evaluate the whole concept with regard
to the security-related as well as the functional requirements
enlisted in Section 2, concluded by a short Summary.

2. REQUIREMENT ANALYSIS
In this Section we define the properties of our Trusted

Channel concept fiand derive the requirements necessary.
Adversary Model: The attacker may be a malicious third
party, a user or even the administrator of a platform, either
eavesdropping the communication between two platforms or
controlling one of the peers directly involved in the com-
munication. The adversary is capable to manipulate the
software running on a platform, further he can eavesdrop,
replace, replay, relay or manipulate data transferred. But,
we do not consider sophisticated invasive or non-invasive
hardware attacks on involved platforms.

2.1 Security Requirements
We adopt the security requirements presented in [7]:

(SR1) Secure channel properties: Integrity and con-
fidentiality of data, freshness to prevent replay attacks,
and authenticity both during transmission as well as
within the endpoints have to be provided.

(SR2) Authentic linkage of configuration/integrity
information and secure channel: Authentic con-
figuration/integrity information must be bound to the
trusted channel (i.e., during the establishment and while
the Trusted Channel is in place, e.g., the system state
changes) to prevent relay attacks.

(SR3) Privacy: Creation and maintenance of the chan-
nel should adhere to the least information paradigm,
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i.e., disclosure of a platform’s configuration/integrity
information not beyond what is necessary for proper
integrity validation. Furthermore, platform configura-
tion information has to be protected against disclosure
to a third party.

2.2 Functional Requirements
Looking at the wide area of application of TLS on, e.g.,

servers, desktop-PCs, laptops and infrastructure devices like
gateways, all with different functional needs concerning the
setup of Trusted Channels, our solution has to adhere to
some core functional requirements:

(FR1) Fast deployment support: The alterations to
existing software and hardware environments should be
minimal and additional concepts introduced should make
use of and have to adhere to existing specifications. In
addition, all relevant key exchange techniques have to
be supported.

(FR2) Minimal costs: The whole approach must not
incur additional costs for users like, e.g., for expensive
hardware, software or certification.

(FR3) Minimal overhead during handshake: The
overhead induced to the handshake by setting-up a Tru-
sted Channel has to be minimal compared to setting-up
a common secure channel.

(FR4) Flexible configuration/integrity reporting: It
has to be possible to apply different approaches for in-
tegrity reporting to support a multitude of differing sys-
tems and use-case designs.

(FR5) Backward compatibility: Systems supporting
the Trusted Channel approach have to be able to es-
tablish conventional secure channels, e.g., to peers that
do not provide the means to set-up Trusted Channels.

3. BASIC DEFINITIONS
The underlying system architecture considers client - server

(C, S) communication where each involved endpoint may re-
quire configuration/integrity information of the other end-
point to be able to judge its trustworthiness.

The evaluation of configuration information is done ac-
cording to the locally applied security policy. If the other
endpoint’s configuration information conforms to the secu-
rity policy, this endpoint is considered to be trustworthy.
This security policy consists of a set of requirements and
guidelines that have to be fulfilled by the platform configu-
ration of the counterpart, e.g., that an appropriate operating
system and access control mechanism are in place, etc.

The configuration of a platform is represented by a combi-
nation of credentials vouching for security relevant proper-
ties of the platform’s components (hardware and/or soft-
ware). Deriving those properties can be done in differ-
ent ways [20, 9, 6]. The TCG proposes to compute SHA1
[4] hash values over code (software/firmware) for that pur-
pose. The mechanism of deriving these hash values is called
measurement. These hash values are designated as digi-
talfingerprints, since they are used to unambiguously iden-
tify components.

To be able to derive the trustworthiness of a platform we
have to compare the digital fingerprints reported by a coun-
terpart to reference values. In our approach reference va-
lues represent digital fingerprints provided and signed by a

Trusted Third Party (e.g., the distributor or manufacturer of
a component). Alternatively, whole certificates can be used
to vouch for certain properties of the respective components.

The communication endpoints of our implementation op-
erate based on compartments. A compartment consists of
one or a group of software components that is logically iso-
lated from other software components. Isolation means that
a compartment can only access data of another compartment
using specified interfaces provided by a controlling instance.

The set of all security critical software and hardware com-
ponents of a platform responsible for preserving its trustwor-
thiness is called Trusted Computing Base (TCB). Thus, it is
crucial to keep the TCB isolated and as small as possible to
avoid known problems and vulnerabilities arising along with
code complexity.

The central component of the TCB is formed by the TPM,
which is currently implemented as a dedicated hardware
chip. It offers amongst others a cryptographic hash func-

tion (SHA-1), a cryptographic engine (RSA) for encryp-
tion/decryption and signing, a hardware-based Random Num-

ber Generator (RNG), hardware protected monotonic coun-

ters as well as some amount of protected storage. It provides
a set of registers in protected storage called Platform Con-

figuration Registers (PCR) that can be used to store hash
values. The value of a PCR can only be modified in a pre-
defined way1. Protected storage is also used to store cer-
tain security sensitive keys, e.g., Attestation Identity Keys2

(AIKs) or the Storage Root Key3 (SRK).
To improve security of the common TLS protocol, we

move all security relevant operations like, e.g., encryption,
signing and the handling of credentials to the TCB, whose
code is protected against a wide range of attacks (see Sec-
tion 6) running in separate memory space and only accessible
via interfaces. The protocol implementation remains in user
space, because there is no need to protect it.

4. ADAPTED TLS HANDSHAKE
In this Section we describe the high-level adaptations we

introduce to the TLS handshake protocol. We focus on the
Diffie-Hellman Ephemeral (DHE) key exchange method in
a mutual attestation scenario, but our design supports all
common TLS key exchange types [3]. Structures we added
or altered are depicted in bold text in Figure 1. A detailed
description of attestation structures is given in Section 5.

Negotiating Security Parameters: To set up a Trusted
Channel, C starts the necessary TLS software and sends a
ClientHello message to S that answers with a correspond-
ing ServerHello message. Using those hello messages the
two parties involved in the communication negotiate the at-
tributes of the Trusted Channel they want to establish. In
contrast to the common TLS design the nonces sent in the
hello messages are taken from a RNG seeded by the TPM

1PCRi+1 ← Hash(PCRi|x), with old register value PCRi,
new register value PCRi+1, and input x (e.g., a SHA-1 hash
value). This process is called extending a PCR.
2These are specific signing keys defined in the TCG specifi-
cations that can be used to authenticate a user and/or his
system. They are kept securely inside the TPM and can only
be used for signing stored measurement values or certifying
other non-migratable keys [31].
3This key is kept inside the TPM as root for the whole key
hierarchy [31].
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Figure 1: Adapted TLS DHE-RSA Handshake

at boot-time4. Furthermore, each side includes an Attesta-

tion Extension (AttestExt ), that is used to specify details
concerning the configuration/integrity information that will
be exchanged.

Configuration and Key Exchange: Each peer provides
evidence related to its configuration and integrity. For this
purpose we use additional SupplementalData messages as
defined in Internet Engineering Task Force (IETF) RFC4680
(cf. Section 5, [25]). Thus, SupplementalData messages are
composed to transfer Attestation Data (AttestData) repre-
senting configuration/integrity information. AttestData is
signed using a secret key (SKsign ) for authentication and
integrity protection of configuration information. Follow-
ing the SupplementalData message, each side provides a
certificate (certTC−TLS ) including the respective public key
(PKsign ) used to verify this signature.

Subsequently, DHvalues (DHpublic , DHsecret ) are computed
on both sides. DH S

public is signed using SK S
sign to provide

4We use the TPM as source for random values, because its
RNG is considered as true random generator in contrast
to the pseudo-random generator implemented in OpenSSL.
The advantage of this feature becomes obvious with respect
to the recently discovered security weakness in the OpenSSL
RNG in Debian Linux systems [36].

authentication evidence. S then sends DH S
public and a sig-

nature (SigS
DH ) to C within the ServerKeyExchange mes-

sage. C computes its own values and sends DHC
public to

S using the ClientKeyExchange message. The following
CertificateVerify message is used to prove the possession of
SKC

sign , and to authenticate DHC
public , by signing a digest over

all previously exchanged handshake messages (prev) using
SKC

sign [3].

Session Key Computation: Following CertificateVerify ,
the TLS master secret (ms) is computed on both sides
using nonceC , nonceS , a string indicating that this is a
ms, and the result of the final Diffie-Hellman computa-
tion as input to a pseudo random function (PRF). Sub-
sequently, the Session Key (SeK ) is derived from the ms on
both peers [3, p.24]. At last, the handshake is finalized by
the ChangeCipherSpec protocol and final Finished messages.
These Finished messages are already encrypted using SeK ,
thus, a failure in key exchange would be noticed.

4.1 State Changes
Since state changes might happen on both peers while the

Trusted Channel is in place, we provide the possibility to
exchange updated integrity information in a short rehand-
shake. This rehandshake is triggered when a state change,
e.g., the execution of another software in the same compart-
ment, occurs on any side, and if the corresponding state
monitoring option was selected in AttestExt (cf. Section
5.2)5. In case the parties agreed on state change notification
during the initial handshake, the following procedure takes
place: If a state change happens on one platform access to
the SeK can be blocked and/or access to data belonging to
the session is restricted depending on the security policy of
the application. Both sides are notified using HelloRequest ,
ClientHello and ServerHello, respectively. The updated in-
tegrity information for validating the new configuration is se-
curely transmitted to the counterpart encrypted using SeK

and included in a data structure called State Change Ex-

tension (StateChangeExt ) (cf. Section 5.2). Subsequently,
a TLS resume message flow takes place [3]. After the short
TLS resume handshake the new session key SeK ′ is com-
puted and the communication can continue, or the channel
is torn-down because the requirements of the security policy
of the peer are not fulfilled any longer.

5. DETAILED DESCRIPTION OF
ATTESTATION DATA STRUCTURES

In this section we introduce credentials and extensions to
TLS handshake messages we use to set up a Trusted Chan-
nel, followed by an example of their usage.

5.1 Key Exchange Types and
Certificate Elements

In a common TLS handshake certificates are used to au-
thenticate the peers. There are different certificate types
used for different key exchange methods. Depending on the
type of certificate chosen or key exchange method supported,
we add extensions to the certificates. The certificate exten-
sions and credentials we define are necessary to bind the TLS

5Changes inside the compartments can be detected using the
Integrity Measurement Architecture (IMA, [24]) proposed
and implemented by IBM.
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channel to the endpoints whose configuration is reported,
and to be capable of proving that a certain TCB is in place.
These new credentials are held in an environment protected
by TC mechanisms. Therefore, we act on the assumption
that these additional security measures justify stronger secu-
rity assumptions concerning the storage and usage of those
credentials. In the following paragraphs we explain their
creation, storage and interdependency.

SKAE Key (KSKAE) and SKAE: The non-migratable6

asymmetric key pair KSKAE (PKSKAE , SKSKAE ) is created
after an AIK (KAIK ) has been certified and installed. Its
private part SKSKAE is sealed to a specific TCB using the
SRK (Kstorage) and never leaves the TPM unencrypted. We
make use of the Subject Key Attestation Evidence (SKAE )
as proposed by the TCG [29]. In contrast to the intended
purpose, we use the SKAE as standalone element within
our handshake, but we also foresee the possibility to include
it in a X.509 certificate. The SKAE basically consists of a
TPM_CERTIFY_INFO2 structure representing the TCB config-
uration that has to be in place during key release (including
a digest of PKSKAE [33, p.96]) and a signature over this
structure (SigSKAE ) by a KAIK . Additionally, links to ref-
erence values can be provided. The SKAE can vouch that
KSKAE was created by a Trusted Platform that conforms to
the TCG specification [31] and that a certain TCB configu-
ration has to be in place during release because of sealing.

Secure Encryption Key (Kenc) and Secure Signature
Key (Ksign): We introduce the asymmetric key pairs Secure

Encryption Key Kenc (PKenc , SKenc) and Secure Signature

Key Ksign (PKsign , SKsign ), that are considered long-lived
and usable for client compartments that wish to establish a
Trusted Channel to a remote party. They are created inside
the TCB and sealed using Kstorage .

Key Exchange

Certificate Element

Certificate Type

Key Type

Certificate Extension

RSA DH_RSA DHE_RSA

Encryption Certificate Encryption Certificate Signature Certificate

Encryption Key DH Public Values Signature Key

Signature Key Extension Signature Key Extension

Figure 2: Handshake Types and X.509 Certificates

Depending on the key exchange method supported and the
respective certificate, PKenc and/or PKsign are included in
the common TLS certificate (certTC−TLS ) as encryption or
signature key (cf. Figure 2). Thus, either the public part of
Kenc or Ksign are put into the public key field of the X.509
certificate. In case of RSA and DH RSA key exchanges,
Ksign is included as Signature Key Extension to the TLS
certificate. Its X.509 format, including the use of exten-
sions, is specified in [10]. The signature key is needed in
these handshakes to provide the binding between integrity
information and the endpoints. This is not feasible using
the encryption key in those handshake types, and using a
single key for encryption and signing is considered insecure.

Kenc and/or Ksign must be used for client and server au-
thentication during the TLS channel setup to guarantee the
binding of the secure channel to the integrity state of the
endpoints. Therefore, the usual TLS authentication scheme
will be used for server authentication and its certSTC−TLS will

6The private part of an asymmetric key pair labelled non−
migratable never leaves the TPM unencrypted [31]

likely be signed by a CA like e.g. Verisign. In contrast, the
TLS client authentication mechanism, optional for a stan-
dard TLS channel, must be used to guarantee the binding
through certCTC−TLS even if the actual and reliable authen-
tication of C might not be needed. Therefore, in this case
certCTC−TLS can be self-signed.

SKenc and SKsign are loaded and decrypted during the start
of the platform and kept inside the TCB. Subsequently, we
need KSKAE to authenticate Kenc

7 and Ksign
8: By signing

PKenc and PKsign using SKSKAE we provide twofold evi-
dence: that the TCB identified by the SKAE was in place
during the signature9 and it is a statement from that TCB
about Kenc and Ksign like: “I certify that Kenc , Ksign are cor-
rectly treated, i.e., when decrypted, the keys are kept secret
by myself”. If the verifier of the SKAE trusts the TCB at-
tested by it, then the verifier can also trust the TCB’s state-
ment about the correct treatment of Kenc and Ksign . There-
fore, the TPM Sign() function is applied to sign Kenc ’s and
Ksign ’s public parts with SKSKAE at boot time10. The re-
sulting signature SigSESK is held in the TCB memory space.

5.2 Extensions used in the TLS handshake
The extensions to the TLS protocol that will be intro-

duced in the following paragraphs are necessary to trig-
ger and negotiate the exchange of configuration informa-
tion as well as for the transport of the additional config-
uration/integrity data. Extensions to the TLS handshake
protocol can be small data chunks added to the Hello mes-
sages [3] or completely new handshake messages. These ex-
tensions are explicitly foreseen by the TLS specification to
deal with advancements and changes in communication in-
frastructures. There already exist several extensions to the
TLS protocol, e.g., for sending client certificate URLs or
explicit server name indication [1]. The basic concept for
extending TLS with an additional handshake message is de-
scribed in RFC4680 available from the Internet Engineering
Task Force (IETF) Networking Group [25]. This RFC de-
fines the additional SupplementalData handshake message
envisioned to carry additional generic data, whose format
must be specified by the application that uses it, and whose
delivery must be negotiated via Hello message extensions.

Hello message extensions: Attestation Extension or
State Change Extension (AttestExt , StateChangeExt ) are
transmitted within the ClientHello and ServerHello mes-
sages. The first one is used in the initial handshake to negoti-
ate which side (C and/or S) has to attest to its state, the type
of attestation and state-monitoring supported or if privacy

7In case DH RSA key exchange was chosen, the DH param-
eters included in the certificate are signed.
8It would also be possible to use KSKAE instead of Ksign ,
Kenc for signing/encrypting during the handshake. But then
the involvement of the TPM every time a Trusted Channel
is set up would be necessary. This would result in a signif-
icant performance loss, especially in connection with server
systems. Using KAIK directly for this purpose is not allowed
by the TCG specification.
9The TCB must check digest at creation and digest at release
of the stored key data objects [33, p.89] before signing them
with SKSKAE to be sure that they were not compromised by
a former TCB.

10This has to be done at every system boot because other-
wise the TCB update mechanism presented in Section 6.2
could be compromised. Thus this signature is held in volatile
memory.

45



of configuration information is desired. StateChangeExt , in
turn, is used to inform the peer of a state change on the
counterpart and to transport configuration data in a re-
handshake (cf. Section 4.1).

Supplemental Data Message Creation and Evalua-
tion: The SupplementalData message includes the SKAE ,
PKSKAE , certAIK , SigSESK , a concatenation of the nonces
sent in the TLS Hello messages and properties (see Sec-
tion 3), depending on what kind of attestation and key ex-
change was chosen. Furthermore, a Signature SigAttestData on
AttestData is appended. This signature is needed to bind the
AttestData structure to the respective secure channel end-
point. In Figure 3 we show how AttestData is composed,
while the properties field is considered as black box, since
its values vary depending on the attestation concept chosen.
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Figure 3: Supplemental Data Message Creation and
Evaluation

In our proof of concept prototype the properties data con-
sists of measurements representing the images of the client
compartments using the TLS Trusted Channel extracted
from a Configuration Data Structure (CDS) and correspond-
ing signed reference values (see Section 3). The CDS itself
holds a list of measurements of the binary images of all client
compartments running on top of the TCB.

Determination of endpoint trustworthiness: The trust-
worthiness of the peer’s TCB is determined by evaluating
SigSKAE (cf. Section 5.1) and the TCB measurement in-
cluded in SKAE using reference values provided by trusted
third parties. To verify the validity of Ksign , SigSESK is
checked. Then the linkage between secure channel endpoint
and AttestData is verified by inspecting SigAttestData . Fresh-
ness of AttestData is guaranteed comparing nonceSD to the
nonces sent the hello messages. Finally, the trustworthiness
of compartments running on top of the TCB is determined
in a next step by evaluating CDS using either additional re-
ference values provided by the peer within the properties
data field or by trusted third parties. Also other concepts
of attestation are supported. If, e.g., the TCG attestation

mechanism should be used, a digest of nonceSD , PKenc and
PKsign is given as external data to the TPM Quote() function
of the TPM [31]. This is done to provide freshness of TCG
attestation data (AttestDataTCG ) and to replace SigSESK .
SKAE is not needed here because the AIK is used to sign
the relevant values inside the TPM.

Since TLS handshake messages are usually sent in cleartext,
in case privacy of attestation information is desired by one
of the communication partners, no SupplementalData mes-
sages are sent within the first handshake. Subsequently, a
second handshake is performed directly after the first one to
exchange attestation information encrypted using the ses-
sion key negotiated in the previous handshake [25].

6. GENERIC SYSTEM ARCHITECTURE
Our generic system architecture is based on security frame-

works as proposed, e.g., in [21], [23], and consists of an Appli-

cation, Trusted Service, Virtualization as well as TC-enabled

Hardware Layer. We kept our approach generic, thus it is
possible to implement/integrate the components in different
systems also on common operating systems like, e.g., Linux
or Windows. But, if these monolithic OSs are applied, some
constraints have to be considered when looking at the se-
curity of such implementations, because in general they are
not capable to ensure strong isolation of processes and cor-
responding data.

TC-enabled Hardware Layer: The hardware layer has
to offer TC extensions that are conformant to the relevant
TCG specifications (e.g., [31]). This essentially means that
it comprises a TPM chip and a compatible BIOS.

Virtualization Layer: The virtualization layer offers and
mediates access to central hardware components like, e.g.,
CPU and MMU. These tasks can be performed by many
kinds of virtualization techniques, namely hypervisors, mi-
crokernel approaches or a common OS running a virtualiza-
tion application, e.g., VMware [37].

Trusted Service Layer: This layer consists of security ser-
vices [7] and provides interfaces to the Application Layer. It
also mediates and monitors access to virtualized hardware
resources. Subsequently, we briefly describe the main com-
ponents of the TCB in our approach:

• Trust Manager (TM ) provides functionalities used for
establishing Trusted Channels. To be able to provide
this functionality TM bundles multiple calls to the TPM
into a simple API for calling instances. Thus, it offers
functionality to generate keys, bind/unbind, seal/unseal,
certify these keys or to report the current measurement
values of the TCB stored inside the TPM. The keys
used in the initial handshake are computed and held by
the TM . They never leave the TCB.

• Compartment Manager (CM ) is responsible for starting
and stopping compartments. It measures the compart-
ment code when starting it and assigns a locally unique
ID to this compartment. This ID as well as the mea-
surements are reported to the Integrity Manager.

• Integrity Manager (IM ) stores the compartment’s pro-
perties. In our approach this means appending the
measurements reported by CM together with a unique
ID to CDS (cf. Section 5). IM keeps the CDS secure by
storing it inside the TCB’s memory space and provides
it to other TCB components.
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• Policy Manager (PM ) stores platform and application
policies and provides them to other components of the
TCB when needed11.
• Storage Manager (SM ) handles persistent data storing

for the different compartments.

Application Layer: In this layer the applications run in
isolated compartments. This can be either applications run-
ning directly on top of the underlying TCB or whole OSs.

6.1 Trusted Initialization
To be able to attest a platform’s configuration, its hard-

and software components are measured reliably and those
measurements are stored securely. An ongoing measurement
process is effected originating from the Core Root of Trust

for Measurement12 that initiates the measurement process
up to and excluding the Application Layer. Every compo-
nent that has to be loaded during the boot process is mea-
sured before passing control over to it.

Consequently, a Chain of Trust (CoT) is established and
the TCB is measured reliably. These measurements are
stored inside the TPM and represent the static configura-

tion in our approach, because it must be only modifiable
with a subsequent reboot. After the boot process platform
monitoring is conducted by CM . Thus, CM extends the
CoT when a client compartment is loaded that runs on top
of the TCB. CDS that reflects the platform configuration
is maintained by IM . The configuration of compartments
that run above the TCB represents the dynamic configura-

tion because we allow state changes to happen.
In our approach the CoT is initially built-up until the TCB

is loaded and running. To be able to provide support for
Trusted Channels a RNG, seeded using TPM GetRandom() at
boot-time, provides random. After the system has booted-
up and the TCB is in place, TM unseals Kenc and Ksign and
signs their public parts with SKSKAE . TM now holds Kenc ,
Ksign , PKSKAE and SigSESK . Thus, the system is initialized
and ready to set up a Trusted Channel.

6.2 TCB Update Management
We want to be able to change the TCB configuration with-

out requesting a new TLS certificate every time this is done.
This is an important issue because on the one hand recerti-
fication of the TLS endpoint and its keys is expensive and
on the other hand we want the keys to be securely bound
to a specific platform configuration to be able to prove that
they have not been compromised.

Using non-migratable keys during the handshake would be
the safest way to protect keys from being compromised but
resealing such keys to a different TCB is not possible [34].
Therefore, we present a procedure that allows the update
of the TCB without compromising the TLS keys and thus
preserves the validity of the TLS certificate.

The problem here is that a system in an updated state
(and its peer) has to be able to judge its former state, be-
cause otherwise Kenc and Ksign may have been compromised
and a new certificate is needed. To achieve this, we keep a se-
cure changelog . The changelog holds names and hash values

11This component is not implemented yet, for the prototype
we applied fixed policies.

12This is a small piece of code initiating the measurement
process at the very beginning of the boot process. Usually,
this code is located within the BIOS.

of components that have been installed or removed. Addi-
tionally it contains a link to a certificate by a trusted third
party (e.g., manufacturer) that vouches for these values.

The update process starts with unsealing SKsign and SKenc .
Then the new package13 is downloaded from a trustworthy
entity together with certupdate containing the hash value of
the component after installation. Then, TM computes the
foreseen configuration of the platform after the installation
using the hash value comprised in the certificate replacing
the values of the removed component in the CDS and it
updates changelog accordingly. Subsequently, SKsign and
SKenc are sealed to this state. In a last step the new package

is installed. After this process the platform has to be re-
booted to let the changes take effect.

After the platform is initialized again, a new KSKAE and
related SKAE have to be created. From then on the new
SKSKAE is used to sign PKenc and PKsign creating SigSESK .

7. A TRUSTED CHANNEL
IMPLEMENTATION WITH OPENSSL

As basis for the implementation of the Trusted Channel we
chose the Xen Hypervisor [38]. The components – TM , SM ,
IM , and CM – mentioned in Section 6 have been developed
within the OpenTC [18, 14] and EMSCB [5] projects. We
used these services and extended them where needed.

7.1 Implementation Architecture
In order to confine the size of the Trusted Computing

Base (TCB), we designed the Trusted Channel split into
two groups of components.

One group (the TLS backend ), minimal and part of the
TCB, performs the security critical operations: encryption/
decryption, MAC calculation/verification and the manage-
ment of the TLS session are performed by TM , while the
storage of sensitive data like keys and certificates is done by
SM 14.

The actual protocol implementation (the TLS frontend ),
instead, runs in the same compartment as the application
and is not needed to be trusted, thus its size is not impor-
tant. Applications already using the TLS implementation
we chose to enhance (OpenSSL) must be slightly modified
to be able to set up a Trusted Channel instead of the stan-
dard TLS secure channel.

But, our architecture is also capable to support the provi-
sion of Trusted Channels as a service, running in a separate
compartment and implemented as proxy. If so, the appli-
cation directly bound to the adapted TLS protocol is the
service providing the Trusted Channel to other applications.

We identified at least two types of interaction between a
Trusted Channel service and a generic application: explicit
or implicit invocation. In the first case the application ex-
plicitly requests the service (i.e. the proxy) for setting up
a Trusted Channel. A convenient implementation could use
the SOCKS15 protocol as a carrier of the necessary calls.
In case of implicit interaction, the application is unaware of

13This could be package structures as used by several Linux
distributions, e.g., rpm or deb.

14The trusted initialisation described in Section 6.1 is realized
using the TrustedGRUB (tGRUB) boot loader [26]

15SOCKS is a well-known protocol for the communication
with proxies [15]. The proxy is then the application directly
using the adapted TLS and running as service.
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the setup of the Trusted Channel. A communication policy,
set within the TCB, enforces transparently the redirection
of the application’s communications to the Trusted Channel
service. A convenient implementation could rely on a trans-
parent proxy, like the one implemented by SQUID [27].

With both explicit and implicit invocation, a scheme using
a pair of proxies on both sides can be set up, thus imple-
menting a tunnel via Trusted Channel to carry the end-to-
end communication. With the explicit invocation, it is also
possible so set up a scheme with a proxy only on the client-
side, directly connecting via Trusted Channel to the server.

7.2 Enhancements to OpenSSL
OpenSSL [17] is a multi-platform and widespread software

toolkit implementing cryptographic operations, SSL [11] and
TLS [3] protocols, the encoding/decoding of X.509 [10] cer-
tificates and of other PKI-related formats like PKCS [19]
standards. It consists of two shared libraries (libssl and
libcrypto) implementing all the features and a command
line tool (openssl) wrapping them. The libraries can also
be directly used by generic applications.

OpenSSL also offers the possibility to delegate the exe-
cution of (a subset of) cryptographic operations to a sepa-
rate module called engine. This is a shared library, with a
well-known interface, which can be dynamically loaded at
run-time and used by OpenSSL’s core libraries: more than
one engine can be used at once. An engine can be imple-
mented in software or the library can be just the driver for
a hardware cryptographic device.

We built the Trusted Channel around three different en-
hancements to OpenSSL, represented in the right-hand part
of the Figure 4 and described in the following.

TLS protocol extensions: The stable version of OpenSSL
(0.9.8x) does not implement any extension while the de-
velopment version (0.9.9x) only includes hard-coded sup-
port for the extensions defined in [1] to ClientHello and
ServerHello messages. We implemented a mechanism to eas-
ily add generic and application-defined extensions to these
messages, usable to trigger the delivery of SupplementalData

handshake message [25], also newly implemented because
not natively supported. These are the only direct enhance-
ments to OpenSSL, implemented as patch to libssl’s code,
which expose an API for registering new Hello extensions or
data for SupplementalData via callback functions.

Trusted Channel management library: This is a com-
pletely new module realising the Hello extensions AttestExt

and StateChangeExt (on top of the enhanced libssl) and
the logic of the Trusted Channel’s specific operations. It
also handles the parsing and the validation of the creden-
tials received during the handshake (PKAIK , PKsign and
PKenc) and it manages the validation of the attestation
data (i.e. AttestData and SigAttestData) carried through the
SupplementalData message. Finally it provides the applica-
tion with an interface to set up the Trusted Channel.

TLS backend via split engine: To implement our con-
cept of delegating the security critical operations, we im-
plemented an OpenSSL engine split into two parts. The
shared library implementing the engine interface runs in
the application (or proxy) memory space together with the
Trusted Channel management library and libssl: they all
form the TLS frontend . The latter requests the execution
of critical operations over a communication channel at the
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TLS backend 
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Figure 4: OpenSSL enhancements and Proof of Con-
cept prototype

TLS backend , which actually provides the functions needed
by the TLS protocol and runs in a different compartment as
part of the TCB.

7.3 Proof of Concept (PoC) Prototype
Figure 4 shows a PoC prototype of our OpenSSL-based

Trusted Channel implementation built upon Xen.
The TLS backend runs in Domain016 – the Xen privileged

domain – and uses TrouSerS – an open source TCG Soft-
ware Stack (TSS) [32] – to access the TPM capabilities. It
can be decomposed in: (1) server-side stub, the endpoint
for the communication with the TLS frontend via TCP-
based protocol, (2) the Trusted Platform Agent (TPA)17 in
charge of dealing with the life-cycle management of all cre-
dentials and implementing a minimal Storage Manager and
(3) a software module partially implementing a Trust Man-
ager18 which performs all cryptographic operations during
the handshake and the TLS session.

8. SECURITY CONSIDERATIONS
In this section we carry out a short reevaluation of the se-

curity requirements adopted from [7] and presented in Sec-
tion 2.1 with regard to our new approach.

(SR1) Secure channel properties: TLS provides se-
cure channel properties during transmission. On the
endpoints the TCB offers those properties. Confiden-
tiality and integrity are provided by trusted initializa-
tion, isolation of the TCB and platform monitoring.
The concept is even able to provide protection against
a malicious administrator, because the measurements of
the TCB cannot be faked, and if the TCB is properly
configured (expressed by its measurements), it should
not be possible to tamper with the TCB while running.
The TCB also takes care of authenticity and freshness
by securely storing nonces and session keys. As a result
of platform monitoring, every manipulation of a com-
partment is noticed and access to sensitive data can
be barred if necessary to ensure the security properties.
Furthermore, SM provides storage that can preserve se-
cure channel properties in case that data is stored per-
sistently.

(SR2) Authentic linkage of configuration informa-
tion and secure channel: Authenticity of commu-

16Because the root account in Domain0 has full access to all
resources and services, protection against a malicious ad-
ministrator is not possible in our PoC.

17TPA has been developed within the OpenTC [18] project
18we chose to use the OpenSSL library libcrypto
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nication is guaranteed by providing certTC−TLS that is
used to authenticate the endpoints (cf. Section 4). The
secure linkage of configuration information to the end-
points is verified by evaluating the SKAE , SigSESK and
SigAttestData .

We assume a secure as well as specification conformant
creation of Kstorage (Storage Root Key) and AIK. We
further assume that a TCB whose configuration has
been evaluated by the counterpart is able to reliably
transfer configuration information related to the client
compartments and takes care of the secure storage and
application of the keys used within the handshake. A
possibility for the retrieval of CA keys for verification
of signatures is also anticipated.

After a successful evaluation of the credentials trans-
ferred, these statements can be made: All keys are
bound to the same TCB. This TCB is specified by mea-
surement values incorporated in SKAE . Thus, the pro-
perties and the changelog sent originate from this TCB
because SKsign and SKenc are sealed to this TCB and
signed by SKSKAE .

SeK , Ksign and Kenc are kept inside the TCB during
the whole session. Due to the isolation property of the
TCB those keys cannot be disclosed to compartments
or to other platforms. This is the reason why we claim
to provide better forward secrecy for session keys in
case of using RSA as key exchange method. Relay at-
tacks as well as attacks to obtain any keys establishing
the Trusted Channel are not feasible assumed that no
hardware attacks are applied.

(SR3) Privacy: With regard to configuration data trans-
mitted, we provide a possibility to send it encrypted
to protect potentially sensitive data (see Section 5.2).
Only the configuration of TCB and the TLS client com-
partments is reported to the peer, keeping the informa-
tion disclosed to the other platform as minimal as pos-
sible. Furthermore, every communication partner can
assess the trustworthiness of its counterpart and thus,
make a judgement on whether it will treat personal in-
formation according to its security policy.

9. FUNCTIONAL CONSIDERATIONS
How we meet the functional requirements (Section 2.2):

(FR1) Fast deployment support: To make a fast and
widespread deployment of our approach possible, we
decided to adapt TLS as a commonly used protocol
to support the exchange of endpoint configuration in-
formation. Furthermore, we took an existing TLS im-
plementation (OpenSSL) and adapted it to our needs.
Thus, the effort that had to be put into the implementa-
tion of our approach was moderate and will presumably
be even smaller for other existing TLS implementations,
since we had to add features like, e.g, extension support,
that normally should already be integrated. Addition-
ally, we only applied mechanisms and concepts already
defined in existing specifications. Thus, it is not neces-
sary to go through a time-consuming specification pro-
cess. Finally, our new concept is able to support all
common key exchange methods of TLS.

(FR2) Minimal costs: For the implementation of our
concept we used commercial off-the-shelf hardware.

Thus, no expensive cryptographic hardware is neces-
sary. Only Open Source Software was used for the real-
ization of the software part. The resulting code is avail-
able without charge and incurs no additional license
costs for the user. In contrast to [7], we also decoupled
TLS certificate keys from a fixed platform configuration
by introducing a TCB update mechanism (cf. Section
6.2) that enables updates of the TCB without losing
track of the states the platform went through.

(FR3) Minimal overhead during handshake: To be
able to ensure fast response times, we do not rely on
the direct usage of the TPM. This would induce too
much overhead since the TPM is currently connected
to a LPC-Bus that has only limited bandwidth and its
processing power is also very restricted. Thus, we de-
cided to involve the TPM only for system initializa-
tion. From then on all functionalities are provided by
Trusted Services. Thus, even in a server environment
fast response times are ensured. The overhead induced
by transferring attestation information is minimal, since
the amount of data transferred is comparatively small.
We tested this in a testbed and the results showed that
there is no significant performance overhead induced by
inserting and transferring the extensions.

(FR4) Flexible configuration reporting: By incorpo-
rating the possibility to transfer whatever integrity/
configuration information (e.g., see [20]) one may want
to provide, using a black box properties field, we ensure
interoperability and safeguard forward compatibility of
our concept. We showed that, e.g., the TCG approach
to use the TPM Quote() [34, p.160] for attestation is also
supported (cf. Section 4).

(FR5) Backward compatibility: To be sure that also
peers only supporting common TLS secure channels can
communicate with systems that use our concept, we
only used or defined extensions to the different speci-
fications. Those extensions are ignored if they are not
supported. Furthermore, we kept the whole implemen-
tation separated from the application layer offering a
transparent usage of the Trusted Channel. Thus, appli-
cations do not have to be adapted to make use of our
concept.

10. SUMMARY
In this paper we presented a security architecture as well

as an adaptation of the TLS handshake to provide a Trusted
Channel that combines the security features of a secure chan-
nel with the ability to determine the trustworthiness of the
communication endpoints.

After a detailed description of our design and its imple-
mentation, we showed that our approach is able to meet the
strict requirements set in the beginning. By meeting these
requirements we are able to provide a means to fight off
many threats to today’s and tomorrow’s distributed appli-
cations with a concept that is deployable in the short-term.

In a next step we plan to hand in a RFC for our extensions
to the IETF consensus process and we work on adapting
IPsec to be used as Trusted Channel protocol. A formal
security analysis of the presented TLS handshake is subject
to future work as well as the adaptation of other protocols,
e.g., SSH, to fit the needs of a Trusted Channel.
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Eckert, C. A robust Integrity Reporting Protocol for
Remote Attestation. WATC ’06, Dec. 2006.

[29] TCG Infrastructure Working Group (IWG).
TCG Infrastructure Workgroup Subject Key
Attestation Evidence Extension, June 2005.
Specification Version 1.0 Revision 7.

[30] TCG Infrastructure Working Group (IWG).
TCG Infrastructure Working Group Reference
Architecture for Interoperability (Part I), June 2005.
Specification Version 1.0 Revision 1.

[31] Trusted Computing Group. TCG Specification
Architecture Overview, Mar. 2003. Specification
Revision 1.3 28th March 2007.

[32] Trusted Computing Group. TCG Software Stack
(TSS) Specification Version 1.2, Jan. 2006.
Specification Version 1.2 Level 1 Final.

[33] Trusted Computing Group. TCG TPM Main Part
2 TPM Structures, Mar. 2006. Specification Version
1.2 Level 2 Revision 94.

[34] Trusted Computing Group. TCG TPM Main Part
3 Commands, July 2007. Specification Version 1.2
Level 2 Revision 103.

[35] Trusted Network Connect Work Group. TCG
Trusted Network Connect TNC Architecture for
Interoperability, May 2007. Specification Version 1.2
Revision 4.

[36] United States Computer Security Readiness
Team. Technical Cyber Security Alert TA08-137A,
June 2008.

[37] VMware Incorporated. VMware Virtualization
Software, 2008.

[38] Xen Project. The Xen Hypervisor Open Source
Project Homepage, 2007.

50


